Blockchain

Fondamenti e applicazioni
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BLOCKCHAIN: la necessita di condividere dati immutabili

Perché e cosi
Importante poter
condividere
Informazioni che
nessuno possa
alterare?

Pensate al fatto che
un impiegato di
banca con il giusto
livello di accesso,
potrebbe aggiungere
o togliere zeri al
VOStro conto.

O al suo.
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] BLOCKCHAIN: la necessita di condividere dati immutabili

Block 1 (1 MB) Block 2 (1 MB)

Block 3 (1 MB)

Transaction data 28
Transaction data 29
Et cetera...

Transaction data 1 Transaction data 13
Transaction data 2 Transaction data 14
Et cetera... Et cetera...

Potrei prendere allora una lista di transazioni (o molto altro!) e
condividerla con molti miei amici, colleghi o concittadini (peers).

E’ sufficiente? E se uno si sveglia la mattina, cambia una cifra e decide
che é ricco?

Per trovare 'errore non posso sfogliare un ledger di centinaia di GB!!

Esiste un modo per verificare I'integrita guardando solo l'ultimo record? o
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I BLOCKCHAIN: come nasce?

La prima blockchain fu introdotta, nel 2008, ad opera di Satoshi Nakamotol* (pseudonimo di un
autore la cui identita € tuttora sconosciuta), e implementata I'anno seguente, con l'obiettivo di fungere
da libro mastro (registro di tutte le transazioni) della nascente valuta digitale Bitcoin.bl2 Satoshi
Nakamoto usava le parole block e chain in modo separato nell'articolo originale del 2008.551 Nel 2009
la creazione di Satoshi Nakamoto, Bitcoin, fu utilizzata per la prima volta per 'acquisto di un bene
fisico: una pizza.ld
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Block 1 (1 MB)

T1: Damian -500 BTC
T1: George +500 BTC
T2: Bernard -200 BTC
T2: Gerald +200 BTC

The unique signature
that corresponds with
this string of data is X32.

BLOCKCHAIN:

come e fatta?

Block 2 (1 MB)

T3: George -100 BTC
T3: Damian +100 BTC
T4: Gerald -200 BTC
T4: Bernard +200 BTC

I X32

The unique signature
that corresponds with
this string of data is 9BZ.

Block 3 (1 MB)

T5: Damian -50 BTC
T5: George +50 BTC
T6: Bernard -200 BTC
T6: Gerald +200 BTC

9BZ
;

The unique signature
that corresponds with
this string of data is 74T.
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B $ BLOCKCHAIN:

Block 1 (1 MB)

T1: Damian -500 BTC
T1: George +500 BTC
T2: Bernard -200 BTC
T2: Gerald +200 BTC

The unique signature
that corresponds with
this string of data is W10.

cosa accade se tento di manometterla?

Block 2 (1 MB)

T3: George -100 BTC
T3: Damian +100 BTC
T4: Gerald -200 BTC
T4: Bernard +200 BTC
W10

L

The unique signature
that corresponds with
this string of data is PP4.

Block 3 (1 MB)

T5: Damian -50 BTC
T5: George +50 BTC
T6: Bernard -200 BTC
T6: Gerald +200 BTC
9BZ

The unique signature
that corresponds with
this string of data is 74T.
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B BLOCKCHAIN: come aggiungo un «asset» alla blockchain?

transaction, execution of a
contract, execution of an app
or consumption of media

How a blockchain works |
A wants 1o send The 1Lansaerom is The block is broadcast o
Le#ey 10 B represented online every party in the network

—as a ‘block’ @//' \\\g

NS
H‘& i ’f‘l".f‘li'{ ~ e
— ?

money (IOUs) or any digital
assets that hold value such
as contracts, media,

IP, agreements or

software applications

-

e 9 e transaction gets executed
Those in the network The block then can be added  The TTomy=auil  and the digital asset holding
approve the to the chain, which provides fromAtoB value officially transfers

transaction is valud an indelible and transparent
record of transactions

83
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BLOCKCHAIN: i benefici

Benefits Of Blockchain Technology

L

-5

—

=

Immutable data

All information stored on the blockchain
is permanent and unable to be changed.

Anonymity & Privacy

Cryptocurrencies built on top of
blockchain technology gives individuals
the capability to carry out transactions
anonymously.

No more intermediaries

Banks, Paypal, Visa, and WesternUnion
are all examples of intermediaries.
Customers rely on them to facilitate
monetary transactions.

=0

.

o

Digital Freedom

Blockchains are decentralized.

There is no organized company
controlling the information stored on
them how they operate.

Security

Public blockchains are distributed across
hundreds of thousands of computers. It
would be impossible to attack every
simultaneously.

Lower Transaction Fees

Users can transfer millions of dollars
worth on blockchain networks for less
than $1.00.

m CryptoManiaks

Master the Crypto World
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BLOCKCHAIN: ne parlano tutti!

WHERE SHOULD

WE FOCUS
THIS YEAR™?

: / |
b~

“BLOCKCHAIN"

\

é}

=y

ITWILL
CHANGE
EVERYTHING.

L

j/ ﬁi

4

EVERYBODY
IS TALKING
ABOUT IT.

THE POTENTIAL
APPLICATIONS
ARE ENDLESS.

\

& LY

g

WE DON'T
WANTTO &€
LEET BEHIND.

\,

WHAT
EXACTLY IS
BLOCKCHAINT

Y
=

ALSO,
“ARTIFICIAL
INTELLIGENCE™

\

‘g

V@Y Tom

® marketoonist.com
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Record keeping: storage of static information

Static
registry

@® Distributed
database
for storing

reference
data

Example
@® Land title
@® Food safety
and origin
@® Patent

McKinsey&Company

2 Identity

@® Distributed database

with identity-related
information

Particular case of
static registry treated
as a separate group
of use cases due

to extensive set of
identity-specific

use cases

Example

|dentity fraud
Civil-registry and
identity records

@® Voting

Smart
contracts

@ Set of conditions

recorded on a
blockchain
triggering
automated,
self-executing
actions when
these predefined
conditions are met

Example
@® Insurance-claim
payout

@ Cash-equity trading

@® New-music release

Transactions: registry of tradeable information

4

Dynamic
registry

Dynamic
distributed
database that
updates as
assets are
exchanged
on the digital
platform

Example

® Fractional

investing

@® Drug supply

chain

o

Payments
infrastructure

Dynamic
distributed
database that
updates as
cash or
cryptocurrency
payments are
made among
participants

Example
Cross-border
peer-to-peer
payment
Insurance claim

6 Other

® Use case
composed
of several of
the previous
groups

@ Standalone
use case
not fitting
any of the
previous
categories

Example
® Initial coin
offering
® Blockchain

as a service



B $ BLOCKCHAIN: QUANDO mi serve una blockchain? Modello di Catherine Mulligan

YES

A. Are you B. Are you C. Can you create D. Do you require WORLD TraCCIare gll Scambl dl n generale NO
trying to working with a permanent, high performance, ECONOMIC pI’Od 0tt|
remove digital assets authoritative rapid FQRUM

intermediaries (versus physical record of the (~millisecond)

or brokers? assets)? digital assetin transactions?

. Blockchain —COMMITIED T0 . . . . . .
cRiowrTs can'tdo this Tracciare gli scambi di in un consorzio S|

efficiently yet, :
but solutions pI’Od otti
arein
tE(; E‘zrfl‘e‘“ig‘:”d development - -
. amounts of Gestire un registro NO
o nettise Blockeha purtpopaciyit amministrativo
your solution?
Salvare letteratura o NO
These 1 1 queStlonS Wl” help F. Do you = G. Are you H. Do you I. Do contributors benl artIStICI
. P want/need to rely managing require shared know and trust
yo u m ake a q U |C k | n |‘t| al on a trusted party? cont@ctugl write access? each other? : : -
el ikl Registrare i controlli se nello stesso
assessment of whether iabifty reasons) qualita su un prodotto gruppo S|
blockchain is the right solution ¥ Ao
g contributors

interests unified

for the problem you're facing. or well-aigned? Tracciare i beni in una SNI

YES NO J. Do you

Blockchain may work — need to be Strong case catena p I’Od Uttlva

further research is needed ableto for blockchain
control (private/

functiona"tzz I;;Zr;;irs)fioned Convalidare i bigliettidi | NO
un concerto

=l
K. Should .
I transactions be Registrare un brevetto | S
public?
Beyond the Hype
Stongcasefor  [OCTEIRC

blockchain urther explains the 1Al
o e . AzzurroDigitale
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*See full report at http://wef.ch/blockchainhype for more information about public and permissioned ledgers In this graphic, blockchain is used to refer to all forms of distributed ledger technology
(DLT). DLT is a digital system in which transactions and their details are recorded in multiple plac: he a central database or administrator. This graphic is based on work
developed by Dr. Catherine Mulligan under EPSRC grant CREDIT: Cryptocurrency Effects in Digital T/w:fom ations ) r the terms of Creative Commons
Attribution-NonCommercial-NoDerivs 4.0 Unported License. An ear fier version was published in 2017 Joumal of Strategic Change (Wiley Strategic Change. 2017;26(5):481-489)




B $ BLOCKCHAIN: QUANDO mi serve una blockchain?

Insomma, se nel fenomeno in analisi c’é un NETWORK la
BLOCKCHAIN crea un grande valore.

Se non c’é, si puo fare poco...
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s>

Someone requests
a transaction.

The requested transaction
is broadcast to a P2P
network consisting of

computers known as nodes.

=
NPR4NF

The P2P network of nodes
validates the transaction
and the user's status using
known algorithms.

BLOCKCHAIN: ok ma come posso usarla per scambiare valuta??

A verified transaction
can involve cryptocurrency,
contracts, records, or other

information.

g

_—_‘

Cryptocurrency I

I Has no intrinsic

value in that it is
not redeemable for
another commodity.

Y

i

Once verified,

the transaction

l is combined

I with other
transactions

I to create a new

block of data

for the ledger.

Has no physical
form and exists
only in the
network.

The new block is then added to
the existing blockchain in a way
that is permanent and unalterable. I

L8
@ Blockgeeks

Its supply is not
determined by a
central bank, and
the network is
completely
decentralized.

The transaction
is complete!
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] BLOCKCHAIN: una transazione? Cioe? E la mia banca dove sta?

Transaction view information about a bitcoin transaction
T dcbdIB822b 3028 T8alian021 1 T2 TasSSdbbaS? 441331 foleh 1 08 Ta 16cTHEA3

J2qBrvRK1cTEBYBASZZMLhSdwelWvbTvey (0.08302905 BTC - Outpuf) mp  1SI0EVNFASIKVSLIOaBAS)ySXc5d4. - (Unspant) 0.03789802 BTC

- 32qBrvRK1cTIBYBAS waSWybTvoy - nlJ . 0.05008051 BTC QUI SI par|a dl d e n aro ’
ot

ma potrebbero essere:
—— iputs and Outputs « Materie prime
Size 372 (bytes) Total Input 0.09302905 BTC et
Waight aza Total Output 0.08795953 BTC ’ CO mm Od Itl €S . .
Received Time 2018-01-20 07:25:59 Feas 0.00506852 BTC ¢ P rOdOttI fl n an ZI ar I
Included In Blocks 505131 [ 2018-01-20 07:27:30 + 2 minutas ) Faa par byte 1,382.774 sat'B b SerVI Z I d Ig Ital I
Confirmations 5 Confirmations Fee per weight unit B12.261 sat"WU °
Visualize View Troe Chart Estimated BTC Transacted 0.03789902 BTC

Scripts Hide scripis & coinbase

Alla fine il mio saldo in banca € una somma di accrediti, no?
La transazione avviene tra (almeno un) indirizzo di INPUT e

Ad ogni transazione, (almeno un) INPUT e consumato per generare una (o piu di una) SPESA e un RESTO
(UTXOs) e una FEE di transazione.
. AzzurroDigitale
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A chi si paga la FEE? Al nodo che ha permesso di registrare quella transazione!



BLOCKCHAIN: posso anche automatizzare le transazioni

La blockchain puo contenere qualsiasi asset digitale (*leggero).
Se io mettessi del codice macchina, che consente di validare la

legittimita di una transazione, o di scaturirne una?

BLOCKCHAIN AND SMART CONTRACTS - FLOW DIAGRAM

v
= /4

Autonomous
Execution

RO

"

4

", SMART CONTRACTS J/

SMART CONTRACT
- RNER
Tnlﬁgf\g'lEONS g Trustless
| Execution
TRANSACTIONS
p— Avoid Manual
Error
| o
Il contratto (o la sottoscrizione di quest’ultimo) € salvata nella
blockchain, quindi nessuno puo tirarsi indietro, né rifiutarsi di

BLOCKCHAIN/LEDGER pag arel

-
il PN

S

{'é} :
o

Code Is Law

Default
Backups
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B BLOCKCHAIN: un esempio sulla tracciabilita della supply chain (SIEMENS)

« Chi ha prodotto il latte
O c‘A"d" Tl Vo che bevo?
‘ « Quando?
 Che alimentazione ha
ricevuto I'animale che
Blockchainf e oo i lo ha prodotto? |
Repository * Se dovesse esserci
un problema di
qualita, come
identifico la

responsabilita?

Blockchain

Consumer

Mindsphere

Internet-of-
Things

Supplier Supplier Distribution Production Equipment Product Consumer
Systems

Perché non posso semplicemente annotare i dati su un DB trusted?

...perché con la BLOCKCHAIN posso invalidare un dato solo con 'omerta . AzzurroDigitale
. . . . . . . STRATEGY&VENTURES

di tutti quelli che hanno usato blocchi successivi al mio.



] BLOCKCHAIN: I'loT e la blockchain

Posso usare un dispositivo 10T per scrivere dati sulla blockchain?

Si, ma... mi scontro con il tema della notarizzazione, ossia: I'loT diventa il
responsabile di certificare il dato. Quindi € necessario che il partner che
certifica e installa I'loT sia trusted.

ooo
aoo
ooo

-y

(3'\.
o
01010101
01010101

& La blockchain puo

— . IBM Watson IBM Blockchai .
- o P - garantire che un tale

) dato sia stato scritto,
d 6\ 01010101 e e s
01010101 non la veridicita del
gy @ dato in sé.
S

e cn onnect, Manaage, Analy Smart Con saction

H w2 ! 3% Blocl shared |
5:;J 01010101 locks. Shared L
oU 01010101 l

JL ¢
[\, ] 01010101

LI oo {
] Business Network
g O
. AzzurroDigitale
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BLOCKCHAIN: QUANDO mi serve una blockchain?

La blockchain e uno strumento che, nel contesto giusto, aumenta il trust.

| vantaggi in termini di valore, aggiunto dallo strumento, devono essere
analizzati caso per caso e va capito se tutti i partecipanti al network ricevono
valore sufficiente da questo strumento, tanto da decidere di adottarlo e
rispettarlo™.

. AzzurroDigitale
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BLOCKCHAIN: opportunities

Blockchain opportunities by industrial sector

Average by sector

https://www.mckinsey.com/business-functions/mckinsey-

digital/our-insights/blockchain-explained-what-it-is-and-isnt-

and-why-it-matters

HIGH
CLICK DOTS FOR
A INDUSTRY SECTOR
Impact -1
@
[ ) |
o 8
1 ' 8
- o
T T I T
\J
LOW = Feasibility >

McKinsey&Company

CLICK ON INDUSTRY SECTOR

TO SEE PRIORITIZATION FOR
THAT INDUSTRY

(O Overall average
@ Agriculture
@ Arts and recreation
@ Automotive
@ Financial services
@ Healthcare
Insurance
Manufacturing
@ Mining
Property
Public sector
Retail
O Technology, media, and telecom
@® Transport and logistics
@ Utilities
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https://www.mckinsey.com/business-functions/mckinsey-digital/our-insights/blockchain-explained-what-it-is-and-isnt-and-why-it-matters

Grazie
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BLOCKCHAIN: fluttuazione BITCOIN con il COVID-19

Published on TradingView.com, April 30, 2020 05:05:29 EST
KRAKEN:XBTEUR, 240 8038.8 ¥V -36.1 (-0.45%) 0:8455.1 H:8497.0 L:7858.9 C:8038.8
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I BLOCKCHAIN: la Proof-Of-Work (POW)

Block 5 (1 MB) Block 6 (1 MB)

Transaction data Transaction data

+ Signature block 4 + 0000000P3X22A

+ Random nonce: p##@1 + Random nonce: p##@1

Hashes to signature:
0000000112LLK4

Hashes to signature:
0000000P3X22A

Lo scopo e rendere
COSTOSO estendere
la blockchain, in
modo che i nodi
desistano dal
tentativo di biforcarla.

Block 7 (1 MB)

Transaction data
+ 0000000112LLK4

+ Random nonce: (???)

Miners are spending
electricity in the form of
computational power in order
to insert as many random
nonces as fast as possible
untill they find a nonce that,
together with the rest of the
block data, leads to hash
output (signature) that starts
with at least seven zero's.

Hash needs to start with at
least seven consecutive zero's

Lon.ﬁer Chain wins. ;
N

Shorter is "orphaned" %

_ Em

. AzzurroDigitale
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BLOCKCHAIN: la Proof-Of-Autority

™ A <]
e '] Users and smart contracts ™ g / 4

initiate transactions, which are
submitted to the network

on an ongoing basis

A peer-to-peer network
of approved validators continually
receives transaction requests for
inclusion in the next block

c \ 3?((3;‘,4

An algorithm assigns &'y f ( ‘ ‘ 6 ‘ The remaining validator
one validator node as primary [ g [ 2 ‘ { ’ network confirms the

v r (8 ‘ ’ primarys node’s block
> " 2 D A~ “‘-\
The primary validator node

assembles transactions into a
block and confirms its validity

the Energy Web Chain is
updated with a new block

/ :
With consensus achieved,

AzzurroDigitale
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